YJK 621.318.5.001.8

HAJIEXKHOCTHh MUKPOIIPOILIECCOPHBIX YCTPOMCTB
PEJIEHHOM 3AIIIUTHI: MA®BI U PEAJIBHOCTD

B.1. I'YPEBUY

HenTpanbHas 1adopaTopus dJeKTpuUYeckoil komnannu U3panns

B cmambve paccmompenvl uemvipe OCHOGHLIX me3uca 0 AKOObL UPE3GLIUAUHO
6bICOKOIL HadexcHocmu mukponpoyeccopuvix 3auwum (M3), evidéuzaemvix, 00bIUHO,
CMOPOHHUKAMU 6CE00BbEMNIOU|CTl KOMNbIOMEPU3AYUY ITNEKMPOIHEPZEMUKI U CKOPelluie2o
nepexooa na M3. Ha ocnose noopooHozo auanuza ¢ npueieyeHuem 00abU020
Konuuecmea aumepamypHuolX UCHIOYHUKOE NOKA3AHO, YMO 6 OCHOBE YMEEePHCOeHUIl O
6blcOKOll Haldexcnocmu M3 nexcam pacnpocmpaneHHvle MUpbl U HA camom oefe
Haoedxcnocmys M3 Hudice HAOEHCHOCMU INEKMPOMEXAHUUECKUX U INEeKMPOHHBLIX pene
3auumol Ha OUCKPEHIHBIX ITIEMEHIMAXx.

Beenenue.

HenpasuibHble AeificTBUSA pesieliHOM 3alIUTHI SABJISIOTCS OJHON W3 OCHOBHBIX
NPUYUH BO3HMKHOBEHHUSl TSXKeJIbIX AaBapuii, NepPUOAUYECKH NPOMCXOASAIIUX B
IHeprocuctemax Bo Bcem mupe. ITo mamueim North American Electric Reliability
Council [1] B 74% ciy4aeB NPUYHMHOIN TS:KEJBIX aBapuii B JHeprocucreMax ObLIH
HENPAaBUWIbHbIC JACHCTBHS peJIeifHOH 3aIMUThHI B mpouecce passutus apapuu. Ilodtomy
OT HA/IEKHOCTH peJieiiHOH 3alMThI BO MHOIOM 3aBHCHT HaJeKHOCTh Bcell
HEProCUCTEMBI.

HHTeHCHUBHBIE HAy4YHO-HCCJIEAOBATE]bCKHE H KOHCTPYKTOPCKHe padoThl B
ofsiacTu ieKkTpoMexaHnyeckux pesie 3amuThl (AM3) ObLIM (PAKTHYECKH MOJHOCTHIO
3amoposkeHsl 0kos10 30 — 35 Jer TOMy Ha3aja, M Bce YCHIHS Pa3padoTYMKOB ObLIH
NepeK/II0UYeHbl HA CO3/laHHe YI1eKTPOHHBIX, a 3aTeM U MHKPOIIPOLECCOPHBIX YCTPONCTB
peneiinoii 3amurel (MYP3). OM3 noIHOCTHIO 00eceYuBAIN H 00€CIEYHBAT 10 CHUX
NOpP HA/IEKHYI0 3alIUTY O0BEKTOB 3JIEKTPOIHEPreTHKH, MO3ITOMY NPHYHHOIN MOJHOI0
3a0Benusst IM3 u nepexoga na MYP3 saBiasiercsi He HecniocoOHOCTL M3 BBINOJHATH
CcBOM (YHKIHHM, a He4YTO COBEPIICHHO WHoe. BcieacTBHe NPOBOAMMON BeAyIIMMH
KOMIIAHMSIMH-NIPOU3BOUTE/ISIMA  peJie 3alUThl TeXHHYeCKOW MOJNUTHKH, Hporpecc
NOCJIC/IHNX JecATUIeTHH B 00,1aCTHM HOBBIX MaTepHAJIOB M TEeXHOJOIMii HMKaK He
3aTponyi DM3. Haxoasimmuecsi AecsiTKU JeT B IKcmIyarauun M3 Ha ceroaHsUIHUH
JAeHb CHJIBHO H3HOCWIHCh M YCTapeJH, M I03TOMY BbI3bIBAIOT CHpaBeNIMBOE
He/I0BOJILCTBO 00CJIy:KMBaKIero nepconana. C apyroii croponsl, aeMoHTa:xk M3 u
nepexoJ] HAa MHKpPOIIPOLECCOPHbIe peJsie 3allMThl Ha JelcTBYIOIIUX 00beKTax
3J1eKTPO3HEPreTHKH CBS3aH C He00X0JMMOCTbI0 HHBECTUPOBAHHUS 3HAYUTEIbHBIX
JAEHEe:KHBIX CpelCcTB, NpHYeM He TOJIbKO Ha npuodpereHue MYP3, koMnboTepoB M
CHEUATBHOIO I0POrOCTOSIIEr0 TeCTOBOro 000pPYAOBAHHMSI, HA 3aMEHY BbIIIEJIINX U3
CTPOST W He NOJJeKANMX PEMOHTY BecbMa joporocrosaummux O6goxkos MYP3.
3HauMTe/lIbHbIe KANUTAIOBJIOKEHHSI MOTPe0YIOTCSl Takxke H HA PEKOHCTPYKILHUIO
CHCTeMBbI 3a3eMJICHUSI MOACTAHIMH, HA o0yueHHe 00CJY:KMBAIOLIEr0 NepcoHAJa M T.A.
Bce 310 cymecTBeHHO TOpMO3UT npoiuecce nepexoga Ha MYP3. Tlo gauubim [2], k 2002
roay B ’Heprocucremax Poccun Haxommuoch B 3kcmayaramun 98,5% IM3 u TOIbKO
1,5% pa3an4HbIX IJIeKTPOHHBIX YCTPOWCTB peJieiiHO# 3alIMTHI, a MO JaHHbIM [3],
koaudectB0 MYP3 cocraBasier okoio 0,12% orT o0mero koamvecTBa YCTPOICTB
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peJieiiHoii 3ammThl. Ha 3anane Temnbl 3amMeHbl peJieliHON 3alIUTHI HA JeHCTBYIOLIUX
o0beKTax TakKe He O4YeHb Bbicoku. ITo naHHbIM [4], mpH CylmecTBYIOIHMX TeMmax
norpedyercst okosio 70 et A1A 3aMeHBI BceX pelie 3alIMTHI HA MHKPOMPOIECCOPHBIE.
Takne Hu3kHMe TeMIbl O0OHOBJIEHHMSI NApKa peieiiHOW 3alUTBI HA [eHCTBYHOIIMX
o0beKTaX ?JJIeKTPOIHEPreTHKH BO BceM MHpe 00YyCJABJIMBAeT HWHTEHCHBHYIO
PeKJaMHYI0 AesiTeJIbHOCTh KoMNaHuii-npon3soauTesieiit MYP3 U X TOPropbIX areHToB.

OaHNM M3 OCHOBHBIX [0BOJOB, HNPUBOJUMBIX OOBIYHO B /I0Ka3aTe1bCTBO
npeumyumects MYP3, siBiisieTcs1 MX, AIK00bI, 3HAUYUTEJILHO 00Jiee BhICOKAs HA/IEKHOCTh
N0 CPABHEHHI0 C 3JEKTPOMEXaHMYeCKMMH M 3JIEKTPOHHBIMH 3alUTAMHU. JTOT Te3HC
NpeJCTABASIETCSI HACTOIBKO OYEBHIHBIM, YTO, O0OBIYHO, He BbI3bIBACT BO3PAKEHMIl U
4acTO  NOBTOPSAETCA  MEHe[KepaMH M JaKke  TEeXHHMYECKHM  INEePCOHAIOM
3J1eKTPO3HepreTHYecKUX koMnaHuii. OaHako npu 6oJiee riiy00KOM aHAIN3e CUTYyaLUH
OKA3bIBAETCS], YTO OCHOBY ITOr0 Te3HCa COCTABJIsIeT Le/blii HA0Op pacIpoCTPaAHEHHbIX
MH(OB 0 MHKPONPOIECCOPHBIX 3amMTax [5].

Mud 1. Haoexncnocme MYP3 eviuie naoexcnocmu IM3 nomomy, umo MYP3 ne
cooeparcum noosudichbLx uacmeii [6].

Otkazel DOM3 cBA3BIBAOT B JIMTepaType, OObIYHO, €O CTapeHHMeM U
NOBpeKIeHHeM H30JsiUMH  (MCTHpPaHWe, BBICHIXaHHE), pP)KABJIEHHEM BHHTOB H
KJIE€MMHBIX 32;KHMOB, H3HOCOM B MeXaHM4YecKoi 4dacTu peje. OIHAKO ¢ y4eTOM TOrO,
YTO KOJIMYECTBO UUKJIOB cpafaThiBaHusi (TO eCTh JBHKEHHs NMOJABHKHBIX YacTeil) 3a
BeCh CPOK cay:k0b1 DM3 B peajibHBIX YCJOBHIX IKCIUIYyaTAllMM B JHEprocucreMax He
MpeBbIIAET HECKOJIBKHX COTEH, TOBOPUTH 0 MEXaHHYECKOM H3HOCE MOABMKHBIX YacTeit
peJjie MOKHO TOJIBKO B ciIydae siBHOTO OpaKa 3aBo/1a-U3rOTOBHTEISI WIIH HCTI0JIb30BAHUS
HEeMOAXOAAIMX JUISl 9THX IeJsieil MaTepnaaoB. Uro kacaercss KOPPO3HH MeTATJINYECKHX
3J1eMEHTOB WJIM BBICHIXaHUSI M3O0JISIUH, TO ITO CJeJCTBHE MCHOJb30BAHHA TPH
M3TOTOBJICHUN pejle HeKauyeCcTBEHHbIX MaTepuajaoB. Takxue aedekThl SBIASIOTCH
xapakTepHbIMU 111 M3 Poccuiickoro npou3BoJcTBa U NPAKTHYECKU He BCTPeYarTCs
B pejie BeAyHIMX 3amajHbIX KOMNAHWN, Haxoasimuxcs B kcmayaramun mo 30-40 jer
Aaxke B YCJIOBHSIX Tponuyeckoro kiaummarta [7]. Takum o0pa3om, TroBOpHUTH 0
He/IOCTATOYHOM MeXaHM4eckoM pecypce M3, kak Buaa peje, a0COTIOTHO
HeoGocHoBaHHO. C ApPYroii cTOPOHBI, eciHM MOABHKHBIE djdeMeHTHI DM3 HaxoasiTes B
ABH:KEHUH MOAbKO 6 MOMEHMbl CPadamuvleanus peie, TO THICAYH 3J1eKTPOHHBIX
KOMIIOHeHTOB MYP3 nocmoanno mnaxooamca 6 pabdome. TOCTOAHHO PaGoTAIOT
reHepaTopsl CHTHAJIOB, MHOTOYMC/JIeHHbIe TPAH3HCTOPHbIE KJIOYH, YCHINTENH,
CTa0MIM3ATOPbI HANIPSKEHUsI, MUKPOIIPOLIECCOP TMOCTOSTHHO 00MeHNBaeTCsl CHIHAJIaMHU
C JJIeMEHTAMH MNaMATH, aHaJIoro-uudpoBoii mpeodpa3oBaTejb NOCTOSHHO BeaeT
00pabdoTKy BXOIHBIX CHTHAJOB M T.I. MHOrHe 3jJ1eMEeHTHI MOCTOSHHO HAXOAATCH TOJ
BO3/IeiiCTBHEM BBICOKOr0 padoyero Hanpsikenusi (220 - 250 B) u ummy’ascoB
nepeHanpsiKeHuii, epuoANYecKN BO3HHKAIOMHNX BO BXOJAHBIX HeNAX W HensX MUTaHHUS,
NOCTOSIHHO PacceMBalOT MOIHOCTH (TO €CTh IpelTcs) U T.1. B 0c060 Ts:keoM pexnme
padoraior B MYP3 uMnysabcHbIe BBICOKOYACTOTHBIE MCTOYHHUKH NMHUTAHHUSA, KOTOpbIE
O4YeHb YaCTO SIBJISIOTCS NPUYNHOI 0Tka30B MYP3.

Mud 2. Haoescrocms noaynpo6oOHUKOGHIX peie HA OUCKPEMHLIX KOMNOHEHMAax
éblute nadexcnocmu nekmpomexanuyeckux pene [8]. Hadercnocms noaynposooHUKoevIx
ycmpoiicme 3auiumel Ha OCHO8E UHMEZPATIbHBIX MUKPOCXEM C 6bICOKOU CHMEneHblo
UHmezpayuu @vluie, 4emM HAOEHCHOCMb YCMPOUCHE HA OUCKPEMHBIX 31EKHPOHHDIX
komnonenmax [8]. Haodeicnocmov MUKPORPOUECCOPHBIX pelle  @bluie HAJEHCHOCHU
INEKMPOHHBIX HE MUKPORPOUECCOPHBIX YCMPOIICHE.
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YTBepixkaenue o 0e3yc10BHO 0osiblIell HAJeKHOCTH 3JeKTPOHHBIX peje mepen
JIEKTPOMEXaHMYeCKMMM — pacnpocTpaneHHoe 3adayxnenue [9]. IToBblmeHnHo#
HA/Ie:KHOCThI0 TOJIYIPOBOJHUKOBBIE peJie 00/1aJal0T TOJAbKO NPH O4YeHb O00JIBIIOM
(coTHHM THICSY, MHJLIMOHBI) KOJHYECTBE KOMMYTAHMOHHBIX IHUKJIOB WU NPHU 00JbLIOH
4yacToTe KOMMYTaluu. Bo MHOruX ApYrux cjydasX HaJe:KHOCTh NOJYNPOBOJHHKOBBIX
peJie CYyIIeCTBEHHO HIKe HAIEKHOCTH djieKTpomMexanuyeckux [10].

JlucKpeTHbIe 3JIeKTPOHHBbIE 3J1eMEHThl HMET Tropa3ao 0ojee BbICOKYIO
YCTOHYNBOCTh K NepPeHANpPSIKeHUsIM U IPYTruM He0/1aronpusiTHBIM BO3/JeificTBUSAM, YeM
uHTerpajibunie Mukpocxemnl [11]. Tlo manubim [12], 75% Bcex moBpeskaeHui
MHKPONPOLECCOPHBLIX  YCTPOICTB  NPOMCXOAMT 10  NpPHUYHHe  BO3JeHcTBUSA
nepeHanpsikenuii. Takue nepeHanpsikeHHsl ¢ aMINIMTYI0i OT JeCATKOB BOJBT [0
HECKOJIBKMX KHJIOBOJIBT, BO3ZHMKAKIIME BCJIEACTBHE KOMMYTALMOHHBIX NPOLECCOB B
gensix [13] wiM npH  BO3AEHCTBUH IEKTPOCTATHYECKHX PA3pPs/iOB, SIBJSIIOTCS
«CcMepTeJbHbIMU» 5l BHYTPEHHHX MHKPO3J1eMEHTOB MHKpocxeM M mnpoueccopos. ITo
AaHHBIM [12], 0GbIYHbIE TPAH3UCTOPHI (IMCKPETHBIE 3JIEMEHTHI) MOIYT BbIIEPKHBATD
HanpsiKeHHe JJIEKTPocTaTHdeckoro paspsiza moutu B /O pa3 GoJiee BBICOKOE, YeM,
HanpuMep, Mukpouun mnamsitu (EPROM) mukponpoueccopHoii cucrembl. Camoe
CTpalllHOe, 4TO cJayvaiiHple cOoum B paldoTre MHKpONpoOLEcCOpPa, BbI3BAHHBIE
3JIEKTPOMATHUTHBIMM LIYMaMH, MOryT ObITb BpeMeHHbIMH [14], Takumm Kak
CaMONPOM3BOJIbHbIE H3MEHeHHMs1 cojaep:kaHusi omnepatuBHoii mamsatu (RAM) wu
PEerucTpoB, a BHYTPEHHHE MOBPEXKIEHUsI MOTYT HOCHTH CKPBIThIHA xapakrep [15]. O6a
3THX BH/JA NOBPE:KICHUI He BbISBIAIOTCH HUKAKHMH TeCTAMH U MOTYT NPOSIBJISAThCSH B
caMble HEO:KM/IAHHbIe MOMEHTBI.

B nokiaane [16] ormeuaercsi, 4TO, B CBSI3M ¢ HM3KO# ycToiiunBocThi0 MYP3 Kk
NepexoAHbIM NpoueccaM M nepeHanpsikeHusiM, MYP3 npeabsiBiasioT 0codo kecTkHe
Tpe0OBaHMs K 3alllUTe OT 3JIeKTPOMATHUTHLIX Bo3/JelicTBHil. IlonbITKH HCIOIb30BAHNSA
MHKPONPOLECCOPHBIX pese 0e3 YCHIEGHHOH 3J1eKTPOMATHHUTHOH 3alUThl 4acTo
NPHBOJSIT K X oTKa3aM [16, 17]. DiieKTpoHHBIe YCTPOCTBA HA TUCKPETHBIX YJ1eMEHTAX
coiep:kaT Tropa3i0 MeHbIIe KOMIIOHEHTOB, 4YeM aHAJIOTMYHbIe MO MNapaMeTpaMm
YCTPOiicTBa Ha HHTErPAJbHBIX MUKpoOcxeMax (puc. 1), YTo y:ke camMo 1o ceGe OTHIOAb He
cnoco0cTByeT GoJiee BLICOKOI HA/IeKHOCTH HHTEIPAIbHBLIX MHKPOCXEM.

Ja ¥ crartucTHKa 10 NOBpeXIeHUSIM 3jeMeHToB MYP3, coOpannas
NPeJACTABUTEISIME PA3JIMYHBIX KoMnaHuii-npoussogureiaeit MYP3 (puc. 2) [18], ouenn
y0eauTeJbHO OnpoBepraer odepeaHoid wmudg o 0osiee BBICOKOH HAAEKHOCTH
HHTerpajbHbIX MUKPOCXEM.

ITo naHHBIM CTATHCTHKH, NpeACTABJIEHHbIM B padote [8], Xopomo BHIHO, YTO
peJie 3alIMTHI HA 3J1eKTPOHHBIX 3JIeMEHTaX MMeIT BTpoe 00JbIIYI0 MOBPEKIAeMOCThD,
YyeM JJIEKTPOMEXaHWYecKHe, a MHUKpompomeccopusle — B 50 pa3  Goaburyio
NOBPEkK/IAEMOCTh.

HajesxHocTh MHKPOIIPOLIECCOPOB TAKUX NpoU3BoauTeeii, kak | ntel, AMD mosxker
ObLITH OYeHb BBICOKOIi, HO Be/lb MUKPOIIPOLieCCOpP — 3TO BCero JUIIb HeGoJIbINas, X0TS U
oueHb BaxkHast 4acTh MYP3, coaep:kamero MHOro aecsitkoB mukpocxem. B [19]
yTBep:KaaeTcsi, 4TO OJIOK MHKpompoueccopa (To ecTh meyaTHasi mJjara c
MHKPONPOLECCOPOM, NaMAThIO, AaHATOr0-uu(ppoBLIM Npeodpa3oBareeM, OUOIHOTEKON
NporpaMM M BCEMH BCIIOMOTaTeJbHBLIMH 3J€MEHTaMH) — Haubojee IOJBEP:KeHHAsI
orkazam yactb MYP3. Kpome Toro, B omiinume 0T OOBIYHBIX MHMKPOCXEM, OTKa30M
MHKpoOIpoueccopa siBjisieTcsi He TOIbKO ero ¢guznyeckoe NOBpe:KIeHUE, HO TaKikKe U
c0on B ero mporpaMMHOM o0eclie4eHHH — NOBpPe:KAeHHsI, He H3BeCTHbIe paHee /sl
3JIEKTPOMEXaHMYeCKNX U JIeKTPOHHBIX peie. Kak ormedeno B [19], mporpammubie
0arrm  fJajeko He Bcerga  oOHapy:kMBalTcs npu  TectupoBanuun MYP3.
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JonoIHUTETbHBIM HCTOYHMKOM MPOOJieM SIBJISIETCSI HEOOXOIUMOCTb IEPHOIUIECKOro
ooHoBJsieHus (UPQrade) Bepcemit mporpamm, ucnosinzyembix MYP3, npu koTopom 4acro
BO3HHKAeT HECOOTBETCTBHE MEKAY Keje3om» u nporpammoii (hardware and software
incompatibilities) [19]. Takoro poxa mnpoGjeMbl MOryT HPOSIBUTHCSI B caMble
HeOKH/IaHHbIE MOMEHTBI M MOTYT MPHBECTH K 0Y€Hb TSIHKeJIbIM NOCJIEICTBUSIM /ISl CETH.
Kak u3BecTHO, 0HON W3 NpPUYMH KpynHeiimeid apapum B 3Heprocucremax CIIA u
Kanmanet B aBrycre 2003 roma Obula HMEHHO <KOMNBIOTEpPHAas MpPoOIeMa»,

OﬁyCJIOBJIeHHaﬂ GaBHCAaHUECM>» KOMHBIOTepHOI\/'I CHCTEMBbI YIIPaBJICHUA B JHEProcucremMe
“First Energy” [20].
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Puc. 1. IIpuHuunuagbHble CXeMbI ABYX YCHUIMTeJIell CHTHAJIOB ¢ OIM3KHMH NMapaMeTpaMH. BBepXy —
HHTErpajabHol MUKpocxeMbl TUNA LM 741 mmpokoro npumenenusi, cogep:kamero 20 TpaH3UCTOPOB;
BHHU3Y — YCHJIMTEJISI HA JUCKPETHBIX 2J1eMeHTaXx, codep:Kaiero 4 Tpan3ucropa
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Puc. 2. CraTucTuyeckue qannbie no noppexaenussm MYP3 sexymux SInonckux kommanmii [ 18]

Mud 3. Haoescnocmo MYP3 3nauumenvho éviuie HAOEHCHOCHU 6CeX OCHAILHBIX
munog¢ pene 3quiumol  01aA200apA  HAIUYUIO  6CHIPOEHHOU  CAMOOUAZHOCMUKU.
Camoouaznocmuxoii ¢ MYP3 oxeaueno 70 — 80 % ecex snemenmos MYP3 [21, 30].

ITOT Te3HC SABJISIETCH 0YeHb PACIIPOCTPAHEHHBIM M BCTPEYaeTCsl MPAKTHYECKH BO
BCeX MyO0IuKanusax, NOCBSIIEHHbIX NpeuMyinecteaM MYP3. PaccmoTpum ocoGeHHOCTH
3TOH CaMOIMArHOCTHKHU NOJApodHee.

o  Ananozo-uugposoii  npeoopazosamens (AIIIl) — 310 yCTPOICTBO,
npeo0pasymoniee BXOJHOWH AHAJOrOBbIH CHTHA1 ¢ TpaHcGOpMATOPOB TOKa U
HANpsiZkeHMs] B JIBOMYHBIH KO, TNepeJaBaeMblii 4depe3 cneuuajibHble (GUILTPHI Ha
o0padoTrky B Mmuxponpoueccop. Bce AIIIl pa6Goraior myTéM BBIOOPKH BXOJIHBIX
3HaYeHUHl 4epe3 (UKCHPOBAHHbIE WHTEPBAJILI BpPeMEHM M, TAaKUM 00pa3oMm,
npeo0pa3syl0T CHHYCOMJAJIbHBbIH CHIHaJ B Ha0op (uUKCHPOBAHHBIX aMmiauTya. Kak
MOKHO BHWIEeTh H3 MPHUBEIEHHOT0 HA pHUC. 3 NpPUMepPa, 3TO TOBOJLHO CJIO0KHOE

YCTPOHCTBO, OCYLIEeCTBJISIIOIIEe J[IOBOJIBHO CJOXKHBI aITOPUTM M coJep:Kallee
MHO3KeCTBO BHYTPEeHHHUX Y3JI0B.
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Puc. 3. Crpykrypa ananoro-uuppoBoro mpeodpasoBareass tuma AD7569: 1 — 610k ycTaHOBKH
auanasoHa, 2 - OJIOK ciexxeHusi/xpaHeHusi; 3 — aHajoro-uudpoBoii npeodpaszoBarens (ALI);, 4 —
peructp AII; 5-— peructp uudpo-ananorosoro npeodpasosarens (IIAIT); 6 — IAII; 7 — ycuuures,

8 — 610k ycTaHOBKH Auana3oHa; 9 — 60k cuaxpoHu3amuy; 10 — MCTOYHHMK OMOPHOT0 HANPSIZKEHHsI
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HexoTtopsie coBpemennbie ALl HACTOILKO CJI0KHBI, YTO BKJIIOYAIOT B ce0s Jake
He0oJIbIION MUKponpoueccop, ynpasiasomuii ux padoroii. ALIIl — 310 dpakTHyecku
IJIaBHBIA  y3el H3MepHTeJILHOro ycrpoiictBa. Kak u  a1060omy  ci10kHOMY
u3MepurTeabHoMy ycrpoiictBy, ALIl cBoiicTBeHHBI pa3jJM4YHbIe MNOTPEIIHOCTH W
omMOKM mnpeo0pa3oBaHUsi BXOJAHOH BeJWYMHBI. JTO OWMOKH KBAHTOBAHMSA,
alIUTHBHasE W  MYJIbTHIUVIMKATHBHASA  IOrpemIHOCTH; AuddepeHnnaibHas U
HHTErpajibHasi  HEJIMHEHHOCTH  NEpPeJaTOYHOM  XapaKTePHCTHKH,  alepTypHas
NOrPeNIHOCTh, OmuOKa, BhI3BaHHAs Hayo:keHuem vactor (aliasing). Kak ke MoxHO
KOHTPOJHMPOBATh B IMpPOLECCe HENPEePbIBHO H3MEHAIONICHCA BXOAHOH BeJIHYHMHBI
HCIPABHOCTh TAKOTO CJI0KHOTO ycTpoiicTBa? [locKo/IbKY eIMHCTBEHHBIM 3JIEMEHTOM €
HEM3MEHHbIM YPOBHEeM CHUTrHajJa B mnpouecce padorbl ALl sB/sieTcss MCTOYHUK
onmoprHoro Hanpsukenust 10, To WMeHHO Ha ero MOHWTOPHWHIe W OCHOBaHa TaK
Ha3piBaemasi «camomuaruocTuka» AIIIl [21]. O moab3e u 3pPeKTHBHOCTH TaKOH
CAMOJUATHOCTHKH YUTATE/Ib MOKET CYIUTh CaM.

o ITamams. B MYP3 umeetcsi 1Ba pasauynbix Bujga namsru: I3V (nocrosinnoe
3anoMuHawmee ycrpoiictBo mwidm  ROM), npeana3HavyenHHoe sl XpaHeHHsI
ynpapisiiomeii mporpaMvMbl M ycraBok, m O3V (omepaTHBHOe 3anmoMHHAIOIIEe
yerpoiictBo mwim RAM), npeana3HaveHHoe /ISl BPeMEHHOr0 XpaHEHHs] Pe3yJibTATOB
U3MEPEHUs BXOJHBIX BEJMYHMH H IIPOMEKYTOYHBLIX BBbIYHMCJICHHH. YIpPaBJISAIOLIUH
aJITOPUTM NpeJCcTaBJsieT c000ii Ha0op onmpe/eIeHHBIX YHCI0BBIX K0A0B. U3 3THX KO10B
COCTABJISICTCSI HEKas KOHTPOJbLHAA CYMMa, KOTOpPas 3alOMHHAeTCd B OTACJbHOH
siueiike namsTu. B npomecce padorst MYP3 3ra mnpeaBapuTe/bHO 3anicaHHasi
KOHTPOJIbHAA CyMMa IEPHOJMYECKH cpaBHHBaercs ¢ (paxrndeckoi. HecoBmanenme
ITHX CYMM JIOJIKHO yKa3biBaTh Ha HeucnpasHocth I3V [21]. TlonsiTHO, YTO mpomuecc
BBIYHC/JICHHS (PAKTHYECKOIl KOHTPO/JIbHOI CyMMBI H CPABHCHHS €¢ C NpPeABAPHTEIbLHO
3allMCAaHHOM CYMMOH - 3TO NPOIECC JMCKPETHBbIN, NPOM3BOAMMBIN C ONpeaeIeHHBIMHA
HHTepBajaMH. A 4TO OyJeT, ecJH NOBpPe:kJAeHHe BO3HHKHET B NPOMEKYTOK BpeMeHU
MeKIy WHTepBAaJaMH CpaBHeHHS KOHTPOJbHBIX cymm? [Ilpom3oiizer JioskHOe
cpadaThIiBaHMe peJie 3aIIMTHI U OTKJIIOYeHNe JTHHIN dJIeKTponepenay? Bonpoc oTHIonb
He runorerndeckuii. Takme peanbHble CJIy4Yal  HEBBISBJICHHBIX CHCTEMOH
CaMOJMATHOCTHKH c00eB onucaHbl B ureparype [19].

Curyanusi ¢ camorecrupoBanuemM O3Y 00CTOMT HAMHOIO CJI0:KHee, TaK KaK
coep:kumoe O3Y INOCTOSSTHHO M3MeHsleTesl CJAYy4YaliHbIM 00pa3oM, nmpuyeM ¢ 0O/IbIION
4yacToToi, B npouecce paéorsl MYP3. TpyaHo naxe cede nmpeacTaBuTh, Kak BOOOILE
MOXKHO TeCTHPOBATh B nponecce GyHKIMOHUPOBAHHMA IOCTOSHHO IePe3aluChbiBaeMble
¢ 00bIION YACTOTOMH siuelKM MAMATH, TO €CTh JAMATHOCTHPOBATH TAK Ha3bIBaeMble
«inHamMn4eckue cOow». IIpousBoauresn MYP3 pemmiu 0co6o He yTpy:KiaaTh celst
pelleHHeM 3T0ii npo0.aembl u TecTHpoBaTh O3Y B aBTOMATHYECKOM pe:KHMe IIyTeM
NEePHOAMYECKOr0 3aNMChIBAHNSA B CICHHAJIBLHO 3ape3ePBHPOBAHHbBIC IS 3TOI0 sSTYeiiKH
NAMSATH HEKOero IOCTOSHHOI0 YHCJIA M NEePHOANYECKOr0 CYHUTHIBAHUSA J3TOr0 4HCJA C
NOCJICAYIINUM CPaBHEHHMeM 3THX JABYX umcel. CoBIajeHHe ITHX 4YHCeJ J0JKHO, 10
3aMbIC/Iy NPOU3BOAUTEIEH, IKOOBI MOATBEPKIATH UcnpaBHOCTh Beero O3Y [21], xoTs
COBEPUIICHHO He MOHSITHO, KAK MOXHO CyAMTh 00 McrnpaBHocTH Beero O3Y mo dakry
COXPaHHOCTH HMH(OPMANMM B HECKOJBKHX fA4Yeiikax mamatu. Kpome Toro, xopomo
U3BECTHO, YTO OTCYTCTBHE CTATHYECKHUX OMIMOOK MaMATH A0GCOJIIOTHO He rapaHTHPYeT
BO3HHKHOBEHHE [IHHAMHYECKHX ommook [22, 23], To ecTh OMMOOK, BO3ZHMKAIIIMX
HENOCPEICTBEHHO B IIpolecce 3allMCH M CYMTHIBAHUSA HHOpMaLHN.

Bomnpoc o Hage:xxkHOCTH J1ieMeHTOB namsatu MYP3 B 1elicTBUTE/ILHOCTH HAMHOIQ
CJI0’KHee. Oxa3sbiBaercs, 3JIEMEHTBI namMsaTH NO/JBeP KeHbI cIy4YaiiHbIM
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Helpe/cKa3yeMbIM c00SIM, He CBSI3AHHBIM C (PM3MYECKHM MOBpeXKIeHUEM sTUeeK
namaTu. Takue cayuyaiinble oOpaTuMble c00H, 00YCJIOBJICHHbIE CAMOIIPON3BOJILHBIM
U3MEeHEeHHEeM COJEePKAHMSI sTYeeK NMAMSITH, HAa3bIBAIOTCS «MSATKAMHU oummokamm» (“ Soft-
failures’ wim “soft errors’, He myrarb ¢ mporpaMMHbIMM ommékamu - “software
programming errors’). Omm0ku Takoro poaa ObLUIM He H3BECTHBI paHee UIs
3J1eKTPOHHBIX YCTPOICTB, BBINOJIHEHHbIX HAa JMCKPETHBIX MOJYNPOBOJHUKOBBIX
3J1eMeHTaX WIH Ha OObIYHBIX MHKpocxemax. Ilporpecc mociegHux Jier B 00/1acTH
HAHOTEXHOJIOI Mii npuBeJs K CYIeCTBEHHOMY CHUKEHUIO pa3MepoB
NOJIYNPOBOTHUKOBBIX 3J1€MEHTOB (pe4yb MIeT 0 eIUHMIAX M JIajKe JO0JISIX MHKPOHA),
YMEHbIICHHI0 TOJIIIUHBI CJIOEB MOJIYNPOBOJAHMKOBBIX W H30/ISLUOHHBIX MaTepHAJIOB,
YMEHbIICHHI0 Pa0o4YMX HANPSKEHUH, yBeJIUYEHUI0 padoueil CKOPOCTH, YMEHbIICHUIO
3J1eKTPUYECKOl eMKOCTH OTHeJbHBIX SfiYeeK IaMSATH, YBeJIHYEHUI0 IJIOTHOCTH
pa3MeLleHUs 3JIeMEHTapPHbIX JIOTHYECKHX siueeK B 0JHOM YycTpoiicTBe. Bee 310 BMecTe
B35ITOe NPHUBEJ0 K PEe3KOMY MNOBBIIICHHI0 YYBCTBUTEIBHOCTH 3J1€MEHTOB NAMSATH K
HOHU3UPYIOIIUM M3JIyueHHsiM [24, 25]. Jta 4YyBCTBUTEJIbHOCTH CTAajJa HACTOILKO
BBICOKOIi, 4YTO OOBIYHBIIi (TO €CTh COBEpIIEHHO HOPMAJILHBIN) paTuauuoOHHBIH (GoH Ha
YPOBHe MOPSl CTaJ ONACHBIM VIl siueeKk NaMATH. Oco0eHHO ONMACHBIMHU SIBJISIOTCSH
NOTOKHM BBICOKOIHEPreTHYeCKHX 3J1eMeHTAPHBIX 4YacTHI, NPUXOAALIMX H3 KOCMOCA.
Jaxe oqHa Takasl YacTHLA NPHU NONAJAHMM B sIYeiiKy NaMSTH POKAaeT BTOPHYHbIE
NOTOKHM 3JJ1eKTPOHOB M HOHOB, BbI3LIBAKOINHE CAMOINPOM3BOJIbHOE IepeK/IIYeHue
3J1eMEHTAPHOT0 TPAH3MCTOPA WM Pa3psi]i eMKOCTH B 3J1eMeHTAaX € 3aps/10BOii NaMSTBIO.
IIpodaema ycyry6JsieTcsi TeM, YTO B COBPEMEHHBIX MHKPOIPOLECCOPHBIX CTPYKTypax
HaO.1oaeTcsl yCTOWYMBAsI TEHACHUHWS PACIIMPEHUs1  MCIOJb30BAHMSI JJIEMEHTOB
namsitu [25]. MHorue coBpeMeHHbIe MHTErpajibHble MUKPOCXEMbI BBICOKOTO YPOBHSI
HHTerpaluy, BXOJsflHe B COCTAB MHUKPONPOLECCOPHOI0 YCTpPOiicTBa, coaep:kaT
BCTPOEHHbIE 3JIEMEHThI NAMSATH A0CTATOYHO 00/IBIIOr0 00beMa, HCIPABHOCTh KOTOPBIX
BOOOIIIe HMKAK He KOHTpoaupyercsi. Kak mokazano B [26, 27], mpoOiieMa pe3Koro
YBeJIM4eHHs] YyBCTBUTEJIbHOCTH K HOHU3HPYIOLIUM H3JIyYeHHSIM aKTYalbHA He TOJbKO
AJIS1 3JIEMEHTOB NAMSATH, HO TAK:Ke U /ISl BBICOKOCKOPOCTHBIX JIOTHYECKHX 3JIEeMEHTOB,
KOMIIApAaTOPOB M T.J., TO ecTh, MpPaKTHYeCKH, /Uil Bceil CcOBpeMeHHON
MHKPO3JIEKTPOHUKH.

o Ifenmpanvuotii npoyeccop (IIIT). B otyinume 0T OMHCAHHBIX BbILIE CJI0KHOCTEH ¢
KOHTPOJIEeM MCIPABHOCTH MNAMATH, CaMOKOHTPoJb Il BBINISIANT 0CTATOYHO
NpPOCThIM, puc. 4.

CTOPOMEBOR
[ TAMER }— MEPESAMFYIHA —Il [ e NEHEIR

[ i NPOLECCOR

CHHXPOWUMNYNBCBI

Puc. 4. [Ipunnun aBTOMaTHYeCKOro KOHTPOJIS HCIIPABHOCTH MUKPONPOIeccopa ¢ MOMOIIBIO
CTOPOXKEBOr0 TaliMepa

OH npocTo NoCchUIAeT KOHTPOJIbHBIC HMITYJILCHI ¢ 32JAHHBIM NIEPHOIOM CJ1eJ0BAHUS
B Tak Ha3biBaeMmblii «watchdog timer» — cropoxkesoii Taiimep (“watchdog” - mocioBHO
«CTOPOKEBOIi MEC»), KOTOPBIil cHPACHIBAETCS B HCXOIHOE COCTOSIHME C NMPUXO0I0M KaXK/I0ro
HOBOI'0 KOHTPOJIBHOI0 MMITYJILCA, IIOCJI¢ Yer0 HAYMHACT HOBBIH oTc4eT Bpemenu. Ecim k
onpeneseHHoMY MoMeHTY BpeMeHH ¢ LIIT He mocTynmiI oyepeHoii KOHTPOJILHBIN HMITYJIbC,
Taiimep 3amyckaer mpouecc mnepesarpysku IIII. TIpm cepbe3HOl HeEMCIIPAaBHOCTH
MHUKPONPOLECCOPa M ero <GaBHCAHHUW» MpPH Iepe3arpy3ke, KOTOpoe OOHAPY:KMBaeTcsl
TaliMepoM KaK NOBTOPHOE 0TCYTCTBHE KOHTPOJbHOI0 CHIHAJIA, IIPOMCXO/IUT 010KUPOBaHHe
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HOII u BbIaYa CHrHAJIA O HEMCIPABHOCTH LEHTPAJIbHOro mnpoueccopa. Pabora mno
OTCJICKMBAHMIO KOHTPOJILHBIX HMILYJIbCOB CTOPOKEBBIM TaiiMepPOM CHHXPOHH3HPOBAHA C
NOMOIIBI0 BHEIIHHX CHHXPOMMIYJIBLCOB (TaK Ha3biBaeMoe «cTpofupoBanue»). MHorna
CTOpOKeBBIE TaiiMephl BCTPAUBAIOTCS HENMOCPEJCTBEHHO B MHKPOIPoLeccop, MHoraa (4ro
NpeInoYTHTEIbHEE) NPEICTABISIOT C000¥i BHELIHHE CIIENMATH3HPOBAHHbIE HHTErPAIbHbIE
MHKpocxeMbl. IIpumepoM Takux yCTPOMCTB MOIYT CJIyXKHTh MHKPOCXEMbI M3 CEpHH
ADM 690 — ADM 695, npouseoaumsbie komnanueii Analog Devices. Takoii MajieHbKHii yun
CO/ICP:KUT HE TOJBKO CTOPOKEBOW TaiiMep, HO TAaK)Ke€ M MOHHUTOD HANPSHKCHUS NMHTAHHUA
III. ITay3a Meax1y KOHTPOJIbHBIMH MMITYJIbCAMH CTOPO2KEBOI'0 TaiiMepa 3TOH CepHH MOXKeT
obITh 0,1 mum 1,6 cek.

CoBeplIeHHO 0YeBH/IHO, YTO NMPOBEPUTHh TAKHM 00Pa30M HCIIPABHOCTh COTEH ThICSTY
TPAH3UCTOPHBIX HAHOCTPYKTYP, M3 KOTOPbIX COOCTBEHHO M  COCTOMT JIIO0OI
MHUKponpoueccop, a0COJIOTHO HEBO3MO:KHO. Peub MoxeT MATH O MOHHTOPHMHIE JHIIbL
o0weii padorocnocoonoctu I, TOo ecTh 0 TOM, :KMB OH WiH MepTB. IIpH o4eHb CJI0AKHON
pHyTpenneii crpykrype IIT (puc. 5), comepsxauieii 60.1b110€e KOJHYECTBO Y3JI0B (Perucrpnl
A1 BPEMCHHOI0 XPAHEGHHSl KOMAHJ, [JAHHBIX M AaJpecoB; apu(pMETHKO-JIOTHYeCKoe
YCTPOMCTBO; CTEK, CHCTeMa YNPAaBJIEHWH W CHHXPOHM3ALIMH W T.JI.) H MHKPOIJIEMEHTOB,
KOHTpOJIbHBbIe curHajbl ¢ IHII MoryT npomo/kaTh NOCTYNaTh HA CTOPOXKEBOI TaiiMep naxe
ecaim 4acTb BHyTpeHHedl cTpykTypbl LIII okakercsi moBpe:xmeHHO. O4YeBHWIHO, 4TO
NOBpeXIeHus1 y4acTkoB cTpyKTypbl I{IT (MM y4acTKOB ero BHYTpPeHHell ynpaBJisiiomei
NporpamMMbI) MOTYT NPOSIBUTHCS TOJBKO BO BpeMsi padoThbl (TO ecTh aKTHBH3ALMH) ITHX
yuyactkoB. Ecim 3t ywactkm IIII  akTMBM3MpyOTCS JIMIIbL NPH  CHTHAJIAX,
COOTBETCTBYIOIIX ABAPHIIHBIM PE:KMMaM B JICKTPHYECKOH CeTH, TO 3TO 03HAYACT, YTO
CTOPOKEeBOM TaﬁMep —3T0 ci1adoe yTeleHue.
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Puc. 5. Biok-cxema mukponpoueccopa | nte 486 SX

CamM 1o ce0e cTOpO:KeBOii TaliMep — 3TO yCTPOIiCTBO, BHINOJIHEHHOE 10 TAKOH ke
camMoii TEXHOJIOTHH, KAK U BCe OCTAJIbHBIE YCTPOiicTBA MUKPO3IeKTPpoHuKH (puc. 6), u
TOYHO TaK KaK MU BCe¢ OCTaJbHbIC yCTpOﬁCTBa, coaepikaime MHUKPOI3JIEKTPOHHbIC
KOMIIOHEHTBI, MOABEPKEH OTKa3aM U c00osiM B paﬁoTe. BCJICZ[CTBHG OIMMCAHHOI'0 BbIIIEC
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aJIropuT™Ma padoThl CTOPOKEBOr0 TaiiMepa, ero 0TKa3 B Ipolecce HOPMAJIBHOIO
¢pynkunuonnposannsa MYP3 mosker npusectu 1160 k 010kuposanuio 111 u Beixoay u3
cTpost Bcero MYP3, 1n6o k ToMy, UYTO OH He 3aMeTHT «3aBucaHus» III, B pe3yabTare
yero peJieifHass 3ammMTa He cpadoTaeT AOKHBIM 00pa3oM NpPH BO3HMKHOBEHUM
aBapmiiHoro pe:xuma. Takum oOpasom, padoTocnoco0HocTL Beero MYP3 oka3biBaercs
B OYeHb CWJIbHOH 3aBHCHMOCTH OT HCHPAaBHOCTH OJHOI0 MAJIEHbKOr0 4MIa,
Ha3bIBaemoro «watchdog».
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Puc. 6. Biok-cxema cropoxkesoro Taiimepa (“ watchdog”) cepun ADM 691 — ADM 695, npou3ssoaumoro
xommanueit Analog Devices

LIRS

SURNER FAIL
QUTRUT P2C]

Eme oqHUM BaXKHBIM 00CTOSITeJILCTBOM siBjsieTcst To, 4To LIIT BoBce He sBJsieTcH
KAKMM-TO OTACJbHO CTOSIIMM JJICMEHTOM, NPABHWIbHOE (PYHKIIMOHHPOBAHHE KOTOPOro B
coctae MYP3 He 3aBHCHUT OT MCHIPABHOCTH [eCSTKOB JIPYIHX CJI0KHBIX MHTErpPajJbHBIX
MHKpOCXeM, ¢ KoTopbiMHu cBsi3aH IIII, HO camMoIMAarHOCTHKA KOTOPBIX HE IPEAyCMOTPEHA.
JocTaTo4Ho B3IJISIHYTh HA MEYATHYIO IUIATY 6J0Ka LEeHTpajbHOro mpoueccopa (puc. 7),
4TO0BI NOHSATH, YTO HcNPABHOCTH camoro LI eme He rOBOPUT 00 HCIIPABHOCTH BCEro 3TOr0
os10ka. TloBpexieHue J1060ro W3 MHOTOYMCJIEHHBIX MHKPOJJIEKTPOHHBIX (M He TOJbKO!)
KOMIIOHEHTOB 3TOii MHOIOCJIOWHON IUIATBI ¢ HeM30e:KHOCThI0 NpUBeeT K HAPYLICHHIO
npaBwibHOro pynkuuonuposanust MYP3, n nukakoii watchdog 3nech He OMozKeT, 4TO U
NOJATBEP:KIAEeTCs JAHHBIMH, NPUBeIeHHbIMH B [19)].

o Hcmounuk numanusa. MYP3 Bcex
THIIOB CHA0XKAIOTCS TAK Ha3bIBaeMbIMH
AMITYJIbCHBIMH UCTOYHNKAMY NMHTAHUSA, B
KOTOPBIX BXOTHOE HANPSKeHHe
(mepeMeHHO€E WM MOCTOSIHHOE) MOCTYHAET
HA BBINPAMHTENbL U (PUILTP, MOCJIE Yero
npepbiBaercst ¢ 00JIbIIONH  4YACTOTOI
(mecaTkHM  Kmwiaorepm) ¢ NOMOIILIO

un MOIIHOTO TPAH3HCTOPHOTO
486 conmn KOMMYTHPYIOIIEr0 3J€eMeHTa, TO eCTh
npesBpanaeTcs B nepeMeHHOe

BBICOKOYACTOTHOE. JTO BHICOKOYACTOTHOE
HampsikeHue  Tpancopmupyercs ¢

Puc. 7. [leyaTnast niata 6;10ka HeHTPAJBLHOTO TIOMOIIBI0 BBICOKOYACTOTHOTO
npoueccopa MYP3 cepun RE* 316 TpaHcopMaTopa B HANpPsLKeHHE HU3KOIO
(npousBoauTeab — komnanus ABB) ypoBHsi (uaie Bcero, 12B), BeinpsiMiisieTcs,
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¢unbTpyercsi M cradmiamsupyercs. Jladee U3 3TOr0 NOCTOSIHHOIO HANPSIKEHMS
(dopmupyrorcs 6ostee Huskue HanpszkeHus (5 B, Hanpumep), HeoGxoAUMBbIE /I PaGOTHI
MYP3. Mukponpoueccopbl, 00bIYHO, BeCbMa YYBCTBHUTE/IbHbI K YPOBHIO NMUTAIILErO
HAIIPSAKEHUST M MOrYyT NPOM3BOJUTH HeENpeacKasyeMble Ollepanuy IPH OIpeleICHHOM
CHUKEHUM HANpsi’KeHWsl NHUTaHUsl, B cBs3u ¢ 4deM B MYP3 ocymecrBasiercs
NOCTOSHHBINI MOHMTOPUHI YPOBHA Hanpsikenus nuranus III. Kak ormedanocs Bbiie,
MHKpocxeMbl cemeiictBa ADM  691-695 MOIryT OBbITb HCHOJb30BAHBI LI
HeNPepPbIBHOIO KOHTPOJISI HanpsbkeHust mutanusa MYP3. Kak u B caydae co
CTOPOKEBBIM TAalWMepoOM, 3Ta MHMKPOCXeMa MPOM3BOJUT TIeHEPallMi0 CHIHAJA,
osiokupyromero padory IIII npu HexomycTMMOM CHMMKEHMM HANpPSIKeHUS] NUTAHMSL.
Baoxupyomuii CHrHajg ocTaercssi A0 TeX NOp, NOKAa HaNpsKeHHWe NUTAHUA He
BOCCTAHOBHUTCS. MOKHO JIM CHUTATh TAKOH KOHTPOJIb YPOBHSI HANIPSIKEHUS] HCTOYHUKA
NUTAHUS ero CaMOIMATHOCTHKOM, NOBBIIAIOIIECH HAJIe5KHOCTD ero
¢pynknuonnpoBanus? Bpsig JM, MOCKOJBKY pedb HAET O YHCTO TEXHOJOTHYECKOi
BHYTpeHHeii OioxkupoBke, npegorspamawuieii coou B LII. K Hage:kHOCTH HCTOYHHMKA
NUTAHUSI TAaKOii KOHTPOJIb He MMeeT HHKAKOr0 OTHOLIECHMSI. A Me:XIy TeM, UMEHHO
HCTOYHUKHM nuTaHust MYP3 saBisiioTesl caMbIM HeHale:KHbIM y310M MYP3. Bo-nepBbIx,
3J1eMeHThl MCTOYHHUKA NHUTAHHUS Pa0OTAIOT B OYeHb HANPSKEHHOM peKMMe. OHHU
NOCTOSIHHO TNOJBep:KeHbl BO3/CHCTBHI0O BBICOKMX 3HAYEHMIl HANpPS:KeHUs1 M TOKa,
pacceuBalOT J0BOJIBHO BBLICOKME MOIIHOCTH HA CBOHX JJIeMeHTax. Bo-BTOpbIX, OHH
cojiep:kaT 00JibIIOE KOJHMYECTBO AJTIOMUHHMEBBIX 3J1eKTPOJHUTHYECCKUX KOHIEHCATOPOB,
BECbMA ILJIOX0 INEPEHOCSINHMX BO3/CHCTBHE TOKOB BBICOKOHl 4YacTOTBI, HA KOTOPOH
padoTalOT MCTOYHHMKM NHUTAHHUS, W YACTO SIBJISIOIIUXCH NPUYMUHOI NMOJHOrO0 0TKa3a
HCTOYHMKA MUTaHMs, (a cieqoBaTesbHO, U Becero MYP3). Hy u yeM TYT MOKeT MOMOYb
MOHHTOPHHI BBIXOTHOTO HANpPSLKEHUs WCTOYHHKA? Pa3Be oH MokeT 3apaHee
NPOCUTHATU3MPOBATL 00 YXY/AIICHHHM COCTOSIHMSI KOH/IEHCATOPOB M NPeJ0TBPATHTD,
TaKNUM 00pa3oM, BHe3anHbIi oTka3 MYP3?

® Buixoonvie nexmpomaznumnvie pene. Kak 1o0KazaHO B HCCJICJ0BAHUAX,
BBINOJHEHHBIX aBTOPoM [28, 29|, KOHTAKTHI MHHHATIOPHBIX YIEKTPOMEXAHUYECKHX peJie
(o0buHO Wemosb3yeMbIX BO Beex THmax MYP3 B KauyecTBe BBIXOAHBIX 3J1€MEHTOB,
HEIOCPEACTBCHHO  YNPABJISIOIIMX OTKIIOYAIOIMMH  KATYIIKAMH  BbICOKOBOJIBTHBIX
BBIKJIIOYATEJIell WM KATYHIKAMH TPOMEKYTOYHBIX pejie) padoTaloT O 3HAYUTEILHOI
neperpy3koii. I1o3ToMmy HafeKHOCTH ITHX peJie CYIIECTBEHHO CHH)KCHA II0 CPAaBHEHHIO C
BeJIMYUHOI, HOpMUpYeMoii 3aBoaoM-u3roToBureaeM. C Apyroii cTOpoOHbI, B PeKJIAMHBIX
npocnexktax MYP3 pasiuuHbIX mnpou3BoauTesiell 00s3aTeIbHO OTMeYaeTcsi, YTO
HCNIPABHOCTh TAKHUX BAXKHBIX 3JIEMEHTOB, KaK BBbIXO[AHbIe peJie, HeNpepbIBHO
KOHTpoJMpYyeTcs: cpeacTBamMu camoauarnoctuku MYP3. Ha mepBblii B3rJIsiT BecbMa
TPYAHO NPEACTABUTH, KAK MOKHO IIPOBEPHUTH HCIPABHOCTH YJICKTPOMEXaHHYECKOI0 peJie B
paGoraromiem MYP3, ecin KOHTaKTBhI 3TOr0 pesie BK/IOYEHbI HENMOCPEJCTBEHHO B Lielb
OTKJII0YAIOIIeH KaTylKH Bbikao4uaresi. Hy, Henb3si NpoBepUTh HCIIPABHOCTH KOHTAKTOB
pese, Hy M JaaHo. ByaeM npoBepsTh TO, YTO MOKHO NIPOBEPHUTH, PELIAINA IPOU3BOAUTEIH
MYP3 u crajqM KOHTPOJMPOBATH LEJOCTHOCTH OOMOTKH YHpPABJeHHSl pesie NyTeM
NPOIYCKAaHMsI Yepe3 Hee MOCTOSTHHOrO ci1adoro Toka. Ho mpu uem 31ech 00MOTKa, ecii
CaMbIM HAINPSZKEHHBIM M HEHAJEKHBIM 3JIEMEHTOM JICKTPOMEXaHHYECKOro peJie siBJIsACTCH
BOBCe He 00MOTKa, a KOHTaKThI? Ho 3T0 yike He CTO/IH BasKHO /IS PEKJIAMHOI KOMIAHHH.
Hy:xHo 0bLIO 1ML TPOMKO 3aBUTH NOTPeduTe 110 MYP3 0 caMoaMarHocTHKe BBIXOAHBIX
peJie, a TO, YTO TaKasi CAaMOJHATrHOCTHKA COBEPIICHHO Hed(P(eKTUBHA M HUYEr0 He AaeT, TO
00 3TOM, KaK IPABUJIO, IOYTH HUKTO He 3HaeT.

® Y3nul yugpoevix u ananozoevix 6x0006. Y3eil UU(PPOBLIX BXOJA0B — 3TO HAOOP
MOIIHBIX I'ACSAIIMX PE3NCTOPOB, ONITPOHOB, YJICKTPOHHBIX (UILTPOB, MYy/JIbTHILICKCOPOB H

o Ilpoonemot ynepzemuru, 2008, Ne 5-6

56



T.I., CMOHTHPOBAHHBIX, O00bIYHO, HA ILIaTeé BMeCTe ¢ BbIXOAHbIMH peiie (puc. 8). Vien
AHAJIOTOBBIX BXO/JI0B — 3T0 TPaHC(OPMATOPHI TOKA U HANPSIAKEHHUs], CMOHTHPOBAHHbIE, KAK
npaBmwio, Ha oTaeJbHOl miate (puc. 9). [To npusnanuw aBropor [30], 3TH y3JIbI TOJIBKO
YACTMYHO OXBaYeHbl CAMOJUATHOCTHKOM, mpuueM 0e3 BCIAKUX MOSICHEHUH TOro, Kak
HMEHHO 3TO c/1eJ1aHo, a B [31] oTMeuaeTcst, YTO OHM BOBCE HE 0XBAYEHBI CAMOIUATHOCTHKO.
Inatel ananoroBeix u HUQpPoOBbIX BXx0A0B MYP3 uMeioT, Kak NnpaBWIo, HECKOJIBKO
pa3im4HbIX KoHpurypanuii (puc. 8). Tun mIaThl, YCTAHOBJIEHHO! B JAHHOM KOHKPETHOM
MYP3, nonxen ObITh 00513aTeJIbHO BBe/IeH B €ro namMaAth. Uisi Toro, 4rodbl NpPoOsiCHUTH
CHTYAIMIO M PACCTABUTH TOYKH HAJI i, MbI 3aMeHIJIH 1UIaTy BX00B Yy MYP3 tuna REL 316,
THII KOTOPO# 3alHMCaH B ero mamsiTé, Ha miary apyroro tuma (puc. 8), 0e3 uzsMeHeHust
3anucH B naMaTi MYP3, 1 BKIIOYWIH €ro.

Puc. 8. Baoku uupoBbIx BXo1oB pazmyHoii koHpurypammun MYP3 tuna REL 316

Oxa3zanocs, uro MYP3 3arpyxkaerci B HOPMAJbLHBI pekuM PpadoThI,
COBCPIICHHO HE 3aMe4yas MOAMEHbI 1e0il IIaTbl. ECTeCTBEHHO, 4YTO NPAaBHWIBLHO
(yHKIHOHHPOBATL OH yxe He OyaerT. O Kakoii Ke CaMOJAMATHOCTHKE HCIPABHOCTHU
BHYTPEHHHX KOMIIOHEHTOB 3THX y3J10B BOOOIIE MOKET WITH pedb B TAKOH CHTyalun?
Kaxk ropopurcsi, KOMMEHTAPHH H3JIMIIHH.

Puc. 9. Baok anasorosbix Bxonos MYP3, conep:kammuii Bxoanosie TpancgopMaTopbl TOKA H
HANPS2KEHUs
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B 3axiiouenwe 3TOro  pasgeia  cleayeT OTMETHTb, YTO  BONpPeKH
PacnpocTPaHEHHOMY MHEHMIO, BHYTPEHHfi CAMOJMATHOCTHKA HA CaMOM Jeje He
SIBJISIETCSL CPeICTBOM, NpPeJIHA3HAYEHHbIM [JIsl CHUKEHMS HMHTEHCHMBHOCTH OTKa30B
MYP3, 10 ecTh moBbImeHUs1 ero HagexuHocTu. lleabw Takoli caMoOAMATHOCTHKH
sBJsieTcst OJiokupoBanue padorbl MYP3 u BbIjaua 00 3TOM CHIHAJa TPeBOTH [10
BO3HMKHOBEHUS aBAPUIiHOT0 Pe)KUMa B CETH, a He BO BpeMsl ero.

Mud 4. MYP3 aenawomca cyuieCmeeHHO 060j1ee HAOEHCHLIMU NO CPAGHEHUIO C
ycmpoiicmeamu peneiinoil 3auiumosl npeovlOyuie20 NOKONAEHUs, MAK KakK cooepiycam
3HAUUMENbHO MEHbUlee YUCIO INEMEHMOE U IMU IIeMEHMbl 3ZHAUUMENbHO MeHblUie
nooeepiicenvl usuueckomy cmapenuto. MYP3 maksice codeprcum menbvuiee Koauuecmeo
eHympenHnux coeounenuii [32)].

Te3ue o ToM, yro MYP3 coaep:KuT MeHbIIEe KOJMYECTBO 3IJEMEHTOB, He
BbIICP:KHBAET HUKAKOH KPUTHKM M, 0 HalleMy MHEHMIO, BooOlle He TpedyeT Jake
o0cyx/eHHUsl, TIOCKOJbKY B [1eHCTBUTEIbHOCTH KOJHYECTBO JIEMEHTOB, U3 KOTOPLIX
cocrout MYP3 Ha HecKOJIbKO NMOPAAKOB 0o0jble, YeM KOJHYECTBO 3JIEMEHTOB, U3
KOTOPBIX COCTOSLIU peJie 3alUThI NpeAbIIYIIMX NoKo1eHul. UTo kacaeTcs axo0bI foJiee
HHTEHCHMBHOr0 (U3M4eCKOr0 CTApPeHHs 3JIeMEeHTOB peJie 3allUThl TpeAbIIyLIero
MOKOJICHHUSI, TO 3TOT Te3MC TAKXKe He BBbIICPKHUBAECT KPUTHKH. ABTOP 3TOr0 Te3Uca
CpPaBHUBAeT COBpPeMeHHbIe MaTepHa/bl, NpuMeHsOmMecss B MYP3, ¢ marepunanamu
(MPONMMTOYHBLIMM ¥  NOKPOBHBIMM  JIAKAMHM, IUIACTMACCAMM,  H3O0JISIIIHOHHBIMH
MaTepuajaMM M JeKTPHYECKHMH KOHTakTamu), pazpadorannbiMu B CCCP 50 ser
TOMY Ha3aj] M NPopadoTABIINMH B peJie 3alUUThI AecATKH JieT. Kak MbI yxke oTMedaan
BbILIIE, CTapble JIEKTPOMEXaHHYeCKHe peJie 3alaJHOr0 INPOU3BOACTBA, B KOTOPLIX
NPUMEHSJINCh BbICOKOKAYECTBEHHbIe MaTepUAJIbl H NMOKPBITHS, 0 CUX NOP YCIEIHO
padoTaT U NPEKPACHO BBITJISIAAT.

Kpome Toro, 3a mociaegHue AecTWIeTHs] Iporpecc B 00J1aCTM MAaTepHAJIOB
AOCTUTHYT He MeHbIIMii, YeM mporpecc B 00JacTH MUKpO3JeKTpoHuku. C apyroii
CTOPOHBI, He BCe OOCTOMT TAK PaJy’KHO CO CTAPEHHEM JJIEKTPOHHBLIX KOMIIOHEHTOB,
IHPOKO HCIO0JIb3YeMbIX B MYP3. Tak  pawxke BBICOKOKA4€eCTBECHHbIE
3J1eKTPOJIMTHYECKHE KOHIEHCATOPbI SINIOHCKOr0 MPOU3BOACTBA HAYMHAKT H3MEHSAITh
cBon mapamerpbl 4epe3 7-10 Jier padoThl B BBICOKOYACTOTHBIX HMITYJIBCHBIX
HUCTOYHUKAX UTAHNSA, IpUMeHsieMbIx B MYP3.

B pe3yabTare Beero JIMib H3MEHEHHs IAPAMETPOB O/IHOT'0 U3 TAKHX KOH/IEHCATOPOB
(puc. 10) nosiHOCTHIO IEpPecTAIOT PYHKIHOHUPOBATH, HATIPHUMED, HCTOYHUKHU MUTAHUS THIIA
SPGU240A 1, npumensiembie B MYP3 TumoB SPAC, SPAD, SPAU, SPAJ.

C10
Puc. 10. UmMnyabcHsblii ucrounuk nutanus tuna SPGU240A1, npumensiemblii B MYP3 pasanunbix
TnoB. C10 — koHaeHcaTop, N3MeHeHne NapaMeTPOB KOTOPOro BO BpeMeH! MPUBOAUT MOJTHOI moTepe
Pa6oTOCIOCOOHOCTH HCTOYHUKA MUTAHUS
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B apyrux ciydasix MMeeT MeCTO pa3pylleHHe He TOJbLKO 3JeKTPOHHBIX
KOMIIOHEHTOB, HO J|ajKe PACTBOPEHHE YYACTKOB MeJIHBIX IOPOKEK MOJ JAeidcTBHEM
BBITEKILEr0 U3 KOHIEHCATOPOB dieKTposuTa (puc. 11).

| Li— 4 -T

b

Puc. 11. Pa3pymenne MeIHbIX A0POsKeK MEYATHOH MJIATHI, MPOXOASIIIHNX IO KOHIEHCATOPAMH, H3-3a
NPOCOYMBUIETOCS YIEKTPOJUTA

Eme oaHoii mnpoOiaemoii  siBasieTcsi  cTpeMUleHMe  NPOM3BOJUTENIEH K
MuHuaTopuzauun MYP3 j11000ii 1eHoii, 4TO NpPUBOIMT K HCHOJIb30BaHui0 B MYP3
3J1eKTPOHHBIX 3JIEMEHTOB, PA00OTAIOIIMX C MePerpy3Koil U pacceuBalOIIMX NOBbILIEHHOE
KOJINYeCTBO TeIUIa, YTO OTHIOAbL He CHOCOOCTBYeT MOBBIIMIEHMI0 HUX HAJeKHOCTH U
yMeHbIIeHHI0 cTapeHusi. Oco0eHHO aKTyalbHa 3Ta mpodjeMa 1Js Heneil HuppoBbIX
BXO/0B, Ha KOTOPBbIe MojaeTcsi HanpsixkeHue o 250 B [33].

MHoroc0iiHble neyaTHble miatel MYP3 npeanosiaralor orpoMHoe KOJIHYECTBO
KOHTAKTHBIX Mepexo1oB (mepeMbIuek) Mexay cjaosimu. V3 JM4YHON NMpakTHKH aBTOpa
U3BECTHBI CJIy4Yad HenmpaBWIbHBIX JeiictBuii MYP3 BcieacrBue Bo3pacTaHus
NEePEXO0HOI0 CONPOTHBJICHUS 3THX NEPEX0/10B.

Koncrpykuusi MHorux tunmos MYP3 mnpeanosnaraer Hajauuue MAaTepHHCKOI
NEeYATHOH IIATBI ¢ MHOTOKOHTAKTHBIMH pa3beMaMH H (PYHKIMOHAJIBHBIX NEYATHBIX
IUIAT C OTBETHBIMH pPa3beMaMH, COYJICHSACMBIMH C MATECPHHCKOH miaroil. Bmecro
MATEPHHCKOH IJIATBI HHOIAQ MCHOJbL3YIOTCS THOKMEe MHOIOKWJbHbIE IIMHBI C
MHOTOYHMCICHHBIMH KOHTAKTHBIMHM pa3beMaMH, COCJIMHSIIOIIMMH Mexay co0oii
OT/ICJIbHBIC IeYaTHbIC INIATHI. JlajieKo He Bceraa BCe 3TH KOHTAKTHBIC COCAHMHCHHA
o0ecneunBaOT HAJEKHYIO NepeAady HU3KOYPOBHEBBIX CJa00TOYHBIX CHTHAJIOB MEKIY
njaartamMu. Bo BesikoM ciyuyae, BOIpeKkH pacnpocTpaHeHHomy mudy, MYP3 coaep:xut
HAMHOTr0 0oJibllle BCEBO3MOXKHBIX KOHTAKTHBIX COeJUHEHMIi, 4eM peJe NpeablIylIMX
MOKOJICHUH.

Eule oaun kjiaacc mpodjeM, 0 KOTOPOM NpeANOYuTAIOT He BCIOMUHATHL. B cBete
NOBBIIIEHHOMH YYBCTBUTEIbHOCTH COBpEeMeHHOI MMKPO03JIEKTPOHUKH K
3JIEKTPOMATHUTHBIM M3JIyYeHUSIM, O0CO0eHHO aKTyaubHol a1 MYP3 cranoBurcs
npobGjemMa 3jiekrpoMarHuTHoii comectumoctu (OMC). MHorme CHeNHATHCTHI
o0pamalT BHUMAaHHME HA YacTOe HECOOTBETCTBHE peajbHbIX NapaMeTpPoB CHCTEM
3a3eMJIEHHSI HA MOJACTAHUHUSAX TpeGoBaHusiM, npeabsiBiasiembim MYP3 [34, 35, u, kak
cJIe/ICTBHE 3TOro, Ha oTKa3bl B padore MYP3. Ho Mai0 4To M3BECTHO CHELHATUCTAM B
o0s1acTH peseiiHoOl 3amMTHI 0 NMpod/eMe 31eKTPOMATHUTHOIO TeppOpU3Ma, TO eCTh O
NpeJHAMEPEeHHbIX BO3/IeliCTBUAX HA YCTpoiicTBa peseHHON 3almUTHI  MOIIHBIX
JJIEKTPOMATHUTHBIX u3JjyueHuii [36], a Tak:ke o mpodJeme xakepckux artak (Cyber
Security) [37]. 9Tu npo6aeMbl GbLIM HEH3BECTHBHI paHee B PeJICiHOM 3amuTe U CTAIH
AKTYaJBbHBIMH JIMIIb B CBSI3U ¢ npuMeHeHne MYP3, nocko/ibKy X 4YYBCTBUTEIbHOCTh
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K 2JIeKTPOMarHuTHbIM nomexaMm B 10000 pa3 BbIle, YeM y 31eKTPOMeXaHHYECKHX peJie
[34], 1 oHM MMeOT BCTPOEHHOE INPOrpaMMHOe o0ecnevueHHe, TaKKe MOJABepIKEeHHOe
BHEIIHUM BO3/1eiiCTBHSIM. A ec/Id, B JONOJTHEHUE KO BCeMY BbIIIECKA3aHHOMY, IPUHSATH
B0 BHHManue, 4To oguH MYP3 Bemmoansier ¢pynknuun 3 — 5 OM3, 1o nojoxenue c
Haje:xkHOcTbI0 MYP3 ycyrybasiercs: eme 0oJibllie, TAK KAaK 0TKa3 OJHOI0 U3 00mIMX
371eMeHTOB MYP3 3KBHBajeHTeH N0 CBOMM IOCJIEACTBHSIM OHOBPEMEHHOMY OTKa3y
Cpa3y HeCKOJbKHX BHIOB 3auUIMTHI. B cBsi3u ¢ 3THM B nokiaaie [38] maxe mpeniaraercs
npu nepexoae Ha MYP3 npenycMaTpuBaTh A0NOJHUTENBHYI0 HE3aBUCHMYIO, NPOCTYIO,
He/IOPOTYI0, He MUKPORPOUECCOPHYI0 Pe3ePBHYI0 3alUTY HAa CJOy4ail upe3BbIYaiiHbIX
CUTYaIlHH.

BobIBOABI

1. Hagexnocts MYP3 Huike HaAeKHOCTH JJIeKTPOMEXaHMYECKHX pejie H
3JIEKTPOHHBIX peJie Ha JMCKPETHBIX JJ1¢MEHTAX.

2. Bcerpoennas camoamarHoctuka MYP3 manosdpdextuBHa uW Boodme He
SIBJIsSIeTCsl CPeJICTBOM NMOBbIIIeHNs HaexHocTH MYP3.

3. HaHoTexHOJIOTHH, TIpHMeHsieMble TIPH TPOHM3BOJACTBE KOMIUIEKTYIONIHX
3J1eMEHTOB, Ha OCHOBE KOTOPbIX HocTpoeHbl MYP3, npuBoIfT K BO3HMKHOBEHHIO
HEU3BECTHBIX paHee /sl pesieifHON 3alUThI NpPo0JieM, MTHOPHPOBAHME MX MOKET
NPHUBECTH K KATACTPOPHUUIECCKUM NOcaeIcTBUAM. MeHexepbl, IPUHUMAIONINE PelIeHUs
B 00JiacTH pesieifHON 3alMThI, W TNEPCOHAT 3SHEPrOKOMIIAHUN [OJKHBI ObITh
ocBeoMJIeHBI 00 3THX oco0eHHocTsIX MYP3.

4. DOyHKUMA 3aNUCH ABAPUIHBIX Pe:KUMOB U (PyHKIUS Nepeaayu HHpopManun
N0 COBPEMCHHBLIM KAaHAJIaM CBSI3M HE SAIBJIAIOTCH NPAMBIMH (YHKIHMAMH peJIeHHOH
3alIMThI M I MX OCYIIECTBJICHMS CYIIECTBYIOT OTACJbHBbIC MHKPOIPOLIECCOPHBIE
CHCTEMbI, KOTOpPbIe BLINOJIHSIOT 3TH (YHKIIMH HAMHOTO Jay4ine, yem MYP3. B otiinuue
OT peJieliHON 3alMTBI, 0TKa3 B padoTe 3THUX YCTPOICTB He NPHUBOJMT K TS:KeJbIM
aBapusiMm B 3Heprocucremax. IloaTomy Kk ycTpoiicTBaM cOOCTBeHHO peJieiiHOM 3aIMThI
JAOJIZKHBbI NPeIbSBIATbHCS MHble TPeOOBAHHSA 10 HAJAE:KHOCTH M, COOTBETCTBEHHO,
HCIIOJIb30BAThCS MHBIC IOAXOAbl IIPH KOHCTPYHPOBAHMH, HaNpPaBJICHHbIC Ha
NOBBIIICHHE HAIC)KHOCTH U CHUKCHHE YA3BUMOCTH.

5. OTBercTBeHHbIE JULA, IPMHAUMAIOLIME PellIeHUS] 0 PEKOHCTPYKIUH peJleiiHol
3alMThI M MyTAX €€ JAJbHEHINero pa3BUTHsA, JAOJIKHbI YETKO NOHUMATH CBOICTBa M
ocodeHHocTH MYP3, yUnThIBATE HEe TOIbKO IIHPOKO peK/JIaMHpyeMble NpeHMYyLecTBa
MYP3, Ho Takke U UX, 00bIYHO 3aMa/lYMBaeMble, Cepbe3Hble HEJI0CTATKH, OJHUM U3
KOTOPBIX SIBJISICTCS IIOHMKEHHASI HA/ICKHOCTD.

Summary

In the article four basic theses about ostensibly extremely high reliability of
microprocessor-based relay protection (MP) which usually supporters by apologists of MP,
are considered. Detailed analysis based on a lot of referencesit is shown that the basis of
these theses are widespread myths, and actually MP reliability is lower than reliability of
electromechanical and electronic protective relays on discrete components.

JIuteparypa

1. Hunt R. K. Hidden Failure in Protective Relays. Supervision and Control.
Thesis to Master of Science in Electrical Engineering, Virginia Polytechnic | nstitute,
1998.

o Ilpoonemot ynepzemuru, 2008, Ne 5-6

60



2. KonoBajoBa E. B. OcHoBHBIe pe3yabTaThl IKCILTyaTanmuu ycrpoiicts P3A
sHeprocucrem Poccuiickoii @egepanuu: CoopHuK q0K1a10B XV HAYYHO-TEeXHHYECKOI
KoH(pepennuu «PeieifHas 3ammTa 1 aBTOMaTHKA YHeprocucTem». — Mocksa, 2002.

3. BeaorenoB A. K. Hayuno-texumueckass momutnka PAO «EC Poccum» B
Pa3BUTHM cHCcTeM peJeiiHoii 3amuThl U aBToMaTuku. COopHUK HokIagoB XV Hay4yHO-
TexXHH4ecKkoil koH(pepennuu <«PeseiiHasg 3alMTa M ABTOMATHKA JHEPrOCHCTEM». —
Mocksa, 2002

4. Johnson G., Thomson M., Reliability Consideration of Multifunction
Protection. —Bader Electric Corp.

5. TI'yperuu B. 1. Kak Ham 00ycTpOMTD peJieiiHyI0 3aIIUTY. MHEHHUSI POCCHIiCKUX
CIENHATUCTOB U B3LJISI CO CTOPOHBI // BecTn B 3siekrposnepreruke, 2007 — Ne 2.

6. Projjalkumar R. Isthe Era of Electromechanical Relays Over? - Frost &
Sullivan Market Insight, 5 Mar 2004.

7. I'ypeeuu B. W. MukpomnpouneccopHbie peje 3alMThI. AJbTePHATHBHBIIH
B3 // Daexrpo-undo. — 2006. — Ne 4.

8. Heising C. R., Patterson R. C. Reliability Expectations for Protective Relays.
Developments in Power Protection. Fourth International Conference in Power
Protection, 11— 13 Apr., 1989, Edinburgh, UK.

9. Mahaffey T. R. Electromechanical Relays Versus Solid-State: Each Has Its
Place. Electronic Design, September 16, 2002.

10. Electromechanical vs. Solid State Relay Characteristics Comparison.
Application Note 13c3235. Tyco Electronics.

11. Gurevich V. Electronic Devices on Discrete Components for Industrial and
Power Engineering. Boca Raton — New York —London, CRC Press, 2008, 420 p.

12. Clark O. M., Gavender R. E. Lighting Protection for Microprocessor-based
Electronic Systems. |EEE Transactionson I ndustry Applications, val. 26, No. 5, 1990.

13. Uchimura K., Michida J., Nozu S., Aida T. Multifunction of Digital Circuits
by Noise Induced in Breaking Electric Contacts. Electronics and Communications in
Japan, vol. 72, issue 6, 2007.

14. Henderson I. A., McGhee J., Szaniawski W., Domaradzki P. Incorporating
High Reliability into the Design of Microprocessor-based Instrumentation. IEE
Proceedings, vol. 138, No. 2, 1991.

15. Phadke A. G. Hidden failuresin electric power systems. I nter national Jour nal
of Critical Infrastructures, vol. 1, No. 1, 2004.

16. KoBanes b. H., Haymxkun HW. E. OcnoBuHble mnpodjeMbl H 3aJa4H
3JIeKTp0MaFHI/lTHOﬁ COBMECTUMOCTHU BTOPUYHBIX ueneﬁ BBICOKOBOJIbTHBIX HOZ[CT&HIIHﬁ:
Coopauk nokiaagoB XV HaydyHO-TeXHHUYeckoil koH(epeHuuu «PejeliHasg 3ammra u
aBTOMATHKA YHeprocucrem», Mocksa, 2002.

17. Information Notice No. 94-20: Common-Cause Failures Due to Inadequate
Design Control and Dedication. US Nuclear Regulatory Commission, Washington, 1994

18. Matsuda T., Kovayashi J., Itah H., Tanigushi T., Seo K., Hatata M ., Andow F.
Experience with Maintenance and | mprovement in Reliability of Microprocessor-based
Digital Protection Equipment for Power Transmission Systems. Report 34-104, SIGRE,
Session 30 Aug. — 5 Sept., 1992, Paris.

19. He S, Shen L., Lui J. Analyzing Protective Relay Misoperation Data and
Enhancing Its Correct Operation Rate. |IEEE/PES Transmission and Distribution
Conference & Exhibition: Asia and Pacific, Dalian, China, 2005.

20. Final Report on the August 14, 2003 Blackout in the United States and
Canada: Causes

o Ilpoonemot ynepezemuru, 2008, Ne 5-6

61



21. UimypweB B. f1. Iln¢gposrie perne 3ammThl. BuOanoTedka 3/eKTPOTEXHUKA,
Bbil. 1 (4), MockBa, HT® «Juepromporpecc», 1999.

22. Hamdioui S., Al-Ars Z., Goor A. J. Testing Static and Dynamic Faults in
Random Access Memories. Proceedings of the 20th IEEE VLSl Test Symposium, 2002,
|EEE Computer Society

23. Hamdioui S, Gaudadjiev G. N. Future Challenges in Memory Testing.
proceddings of PRORISC'03, pp. 78-83, Veldhoven, November 2003.

24. Soft Errorsin Electronic Memory — A White Paper, Terrazon Semiconductor,
January 2004.

25. Soft Errors in Advanced Semiconductor Devices — Part |: The Three
Radiation Sources. |EEE Transactions on Device and M aterial Reliability, vol. 1, No. 1,
2001.

26. Dodd P. E., Shaneyfelt M. R., Felix J. A., Schwank J. R. Production and
Propagation of Single-Event Transient in High-Speed Digital Logic ICs. |EEE
Transactionson Nuclear Science, vol. 51, No. 6, 2004.

27. Johnson A. H., Miyahira T. F., Irom F., Edmonds L. D. Single-Event
Transientsin High-Speed Comparators. |EEE Transactions on Nuclear Science, vol. 49,
issue 6, part 1, 2002.

28. Gurevich V. Nonconformance in Electromechanical Output Relays of
Microprocessor-Based Protection Devices Under Actual Operation Conditions,
Electrical Engineering & Electromechanics, No.1, 2006.

29. Gurevich V. Peculiarities of the Relays Intended for Operating Trip Cail of
the High-Voltage Circuit Breakers, Serbian Journal of Electrical Engineering, vol. 4,
No. 2, 2007.

30. Kumm J. J., Schweitzer E. O., Hou D., Assessing the Effectiveness of Self-Test
and Other Monitoring Means in Protective Relays, 21st Annual Western Protective
Relay Confer ence, Spokane, WA. Oct. 18-20, 1994

31. Advanced Digital Relay Systems - I stegting still needed? Omicron Electronics,
vol. 5, issue 1, 2000.

32. lneepcon J. M. ILludpoBas pesneiinass 3amura. — M.. DHeproaroMm3aar,
2007.

33. Gurevich V. Microprocessor Protection Relays — the Present and the Future,
Serbian Jour nal of Electrical Engineering, vol. 5, No. 2, 2008.

34. Bopucos P. HeBaumanue Kk npodiaeme DMC Mo:xkeT 00epHYThCsI KaTacTpodoii
// HoBoctu 3sekrporexnuxu. — 2001. — Ne 6(12).

35. MatBeeB M. DileKTpoMarHuTHasi 00CTaHOBKA Ha o0beKkTax onpenensier JMC
undposoii annapatypsi // HoBoctTn 3siekrporexnuku. — 2002, — Ne 1(13).

36. Gurevich V. Electromagnetic Terrorism: New Hazards. Electrical
Engineering & Electromechanics, No. 4, 2005.

37. IEEE Std 1686-2007, |IEEE Standard for Substation Intelligent Electronic
Devices (IEDs) Cyber Security Capabilities.

38. Ilyasites B. U. Utorn padoTsl yCcTPOHCTB pesieiiHON 3alMTHI M aBTOMATHKH
OAO «®CK EJC»: CoopHuk aok1aaoB XV HayyHO-TeXHHMYeCKOW KoH(pepeHumnn
«PeneitHast 3aIMTa ¥ aBTOMAaTHKAa 3Heprocucrem». — Mocksa, 2002.

Moctynuaa 21.03.2008

o Ilpoonemot ynepzemuru, 2008, Ne 5-6

62



